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F-Secure Anti-Virus for Microsoft

Exchange

Today’s challenges

Most computer viruses spread by e-mail. Many of the new fast spreading and
destructive viruses are tfargeted at the Microsoft Exchange and Outlook
environment. Therefore, it is especially important for Microsoft Exchange users

fo protect their networks.
The solution

F- Secure® Anti- Virus for Microsoft Exchange protfects Microsoft Exchange
2007/2003/2000 users from viruses, worms, frojans, spyware, adware,
and other security threats. The product scans both incoming and outgoing
messages and affachments, as well as internal mail froffic. It also inspects
documents and notes posted fo Exchange public folders. The protection is
fransparent and always on as the scanning is done in real-time. The solution
also provides spam and aftachment filtering.

F-Secure Anti-Virus for Microsoft Exchange includes the F-Secure Spam Control
Module which protfects users against spam e-mail and other unwanted confent.
The solution has an industry-leading spam detection rate of over 97%, with
virtually no false positives (1 in 1.5 million messages). This improves
productivity, saves network bandwidth and reduces legal liability concerns.

F- Secure Spam Confrol defects and fillers spam messages from an
organization’s e mail fraffic by using advanced content and traffic pattern
analysis and categorization. It provides realtime protection against all types of
spam, regardless of its confent, format or language. The solution protects users
from new spam outbreaks instantly. Industry-high accuracy and detection rates
are mainfained by global e-mail traffic analysis and scanning e-mail using
advanced filtering mechanisms.

F-SECURE

Key features

Support for  Microsoft  Exchange
Server 2007, 2003 & 2000

Support  for  Microsoft  Small
Business Server 2008 & 2003

Real-time e-mail scanning on the e-

mail server

Proactive virus protection against

new, unknown threats
Confent filtering
Attachment filtering

Stripping archives with disallowed

files inside

Support for Trusted Senders and
Recipients

Virus definitions that are always up-
to-date

Easy-to-use web user inferface



Combines Ease-of-use and Advanced Functionality

The easy-to-use web user inferface makes insfallation and administration
of the product effortless for small and medium business customers.
Advanced users and large customers benefit from the powerful
centralized management of the solution.

Award-winning Antivirus

F-Secure Anti-Virus for Microsoft Exchange provides effective signature-
based profection against viruses, worms and trojans. Virus definition
databases are updated transparently and automatically several times a
day. The product also profects users against new, unknown malware,
thanks to new proactive technologies that find and eliminate unknown
(zeroday) threats.

Several Scanning Options

The product scans both incoming and outgoing e-mails. It also supports
real-time, manual, and scheduled scanning of mailboxes and public
folders.

Advanced Message Filtering

You can also profect your network against fastspreading viruses, worms
and frojans by activating e-mail filtering. You can filter e-mails by their
file types and names.

Automatic Spam Filtering

F-Secure® Spam Control™ for Microsoft Exchange detects annoying
and offensive spam messages in the company's e-mail traffic, filtering
them automatically and transparently.

Support for Trusted Senders and Recipients

The system administrator can exclude cerfain sender and recipient e-
mail addresses from security checks and content filtering. For example,
it is possible to exclude a dedicated e-mail address that is used for

archiving purposes.

Centralized Management for all Areas of Your Network

With F-Secure Policy Manager, the system administrator can manage
the security of workstations, servers and gateways through a single
console. Centralized management also makes it easy to administer
several Exchange Servers in a large network.

Supported Platforms
Please see www.fsecure.com/webclub

Languages
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